ARWA TRAINING AGENDA

Cybersecurity Updates and Resources
Montgomery County, Montgomery, AL - Jul 16, 2024

Time: 1:00 PM - 4:00 PM
Location: ARWA Training Room PR‘WA

2576 Bell Rd ALABAMA

Montgomery, AL 36117 RURAV WATER
ASSOCIATION

Agenda Iltems

From Until Description - Provider

01:00 PM 02:00 PM Water Sector Cyber Threats and CISA Services
This session will provide an overview of the current cyber threats facing the water and wastewater sector.
Attendees will learn about the latest tactics, techniques, and procedures (TTPs) used by cyber adversaries
targeting critical infrastructure. The presentation will also cover the range of services and resources available
from CISA to help water sector organizations enhance their cybersecurity posture.
Cybersecurity and Infrastructure Security Agency (CISA)

02:00 PM 02:30 PM  Logging Made Easy

Effective logging is a crucial component of cybersecurity, enabling organizations to detect and respond to
incidents quickly. This session will introduce attendees to "Logging Made Easy," a tool designed to simplify the
implementation of logging practices. This session will demonstrate how LME can be used to collect, monitor and
analyze host based traffic to identify potential security threats and improve overall cybersecurity defense.
Cybersecurity and Infrastructure Security Agency (CISA)

02:30 PM 03:30 PM  Malcolm

Malcolm is an open-source network traffic analysis tool suite designed to provide comprehensive visibility into
network traffic. In this session, attendees will get an introduction to Malcolm, including its features and
capabilities. The session will demonstrate how Malcolm can be used to monitor and analyze network traffic to
identify potential security threats and improve overall cybersecurity defense.

Cybersecurity and Infrastructure Security Agency (CISA)

03:30 PM 04:00 PM State and Local Cybersecurity Grant Program (SLCGP)
The State and Local Cybersecurity Grant Program (SLCGP) provides funding to enhance cybersecurity capabilities
for state and local governments. This session will cover the objectives of the SLCGP, eligibility criteria, and the
application process. Attendees will learn how to leverage this grant program to support their cybersecurity
initiatives and improve their resilience against cyber threats.
Office of Information Technology (OIT)

This Training Session will provide 3 Water/Wastewater CEH's Subject to ADEM Approval.
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